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Separating work & personal on
one device

How is BlackBerry addressing the
need for companies to secure work
content without impacting the user
experience, for both personal (BYOD)
and company-provided devices?
BlackBerry® Balance™ technology is significantly enhanced on
BlackBerry 10 and is now built into the core operating system
for an improved user experience. BlackBerry Balance gives your
employees the freedom and privacy they want for their personal
use while delivering the security and management you need

for business use. It's the best of both worlds, seamlessly built
into every BlackBerry® 10 smartphone and managed through
BlackBerry Enterprise Service 10. Personal and work apps

and information are kept separate, and the user can switch
from their Personal Space to their Work Space with a simple
gesture, The Work Space is fully encrypted, managed and
secured, enabling organizations to protect critical content and
applications, while at the same time letting users get the most
out of their smartphone for their personal use.

BlackBerry Balance also enables the BlackBerry® World™
storefront on BlackBerry 10 devices, whereby organizations
can push and recommend apps for use by employees in
their Work Space.

| don’t have BlackBerry Enterprise
Service 10. Can | still use BlackBerry
Balance and manually setup a Work
Space on a device?

No, BlackBerry Balance is only available when activating a
BlackBerry 10 device on BlackBerry Enterprise Service 10.

B Is it possible to have multiple
enterprise email accounts / profiles
within the Work Space?

Currently it is only possible to have one enterprise profile and
email account within the Work Space. Multiple ActiveSync
accounts can be setup in the Personal Space on the device.

Can an administrator or user control
how much storage space is used by the
Work Space on a BlackBerry 10 device
(e.g. set parameters to control % of

space used by Work vs Personal space?

No, the amount of storage resources used is dynamic and is
dependent on a number of factors.

Can you control which side of Balance
certain features / apps operate?

No, Balance designation of apps and content is tightly
controlled by the BlackBerry 10 operating system. However,
organizations can use the application deployment and
management capabilities built into BlackBerry Enterprise
Service 10 and BlackBerry Balance to allow users to download
specific apps to the Work Space on the device. For example,

a user can freely use Twitter for personal use in their Personal
Space and their company can whitelist Twitter so it is able

to be installed in the Work Space (through BlackBerry World
for Work) on the device as well (e.g. if an employee requires
access to a corporate Twitter account).This helps organizations
to ensure personal and company data and communications
stay separate and secure.

B Can Android apps be used in the
Work Space?

No, Android apps are not supported in the Work Space. They
can be downloaded and used only in the Personal Space.

If an administrator removes an
application from the corporate
application storefront (BlackBerry
World for Work) will that app be
removed from users devices that
already have it installed?

Yes.

Will a work application that uses
the camera store its output in the
Work Space?

Yes, the output from any work application that utilises the
camera APl will store its output in the Work Space.

B Can you restrict access of work
network profiles (VPN, WLAN) to work
apps and email/PIM only?

Yes, by blocking ‘Personal Apps on Work Metworks'
administrators can restrict personal applications using work
networks. Users also have the option to allow / disallow
personal apps to use work networks, however the administrator
can over-ride this to enforce a desired option.

B Can you restrict cellular
access to work apps and data
only (corp paid plan)?

No.
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